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	EL Civics Obj 47.1/Internet Safety
Level:  Intermediate High & Advanced 
Task #1:  Read & Interpret Privacy Settings
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Language & Literacy Objectives:
1. Research, read and summarize literature pertaining to online ethics and the effects of the Internet on society and culture.

2. Read about and/or discuss issues, consequences & solutions related to using the Internet at home, school or work.

6.  Demonstrate ability to read and interpret user agreements, change user privacy settings and/or complete other actions on the computer that promote safe use.


	INTRODUCTION

	
In this lesson, students will review the most common uses of the Internet, and learn how to protect their personal information online, including customizing privacy settings.


	ASSESSMENT TASK

	
Given an adapted, authentic set of privacy settings, student will respond in writing to 6 level-appropriate questions.  12 points possible (2 pts each answer).


	HANDOUTS PROVIDED

	
Handout 1:  Vocabulary – Privacy Settings
Handout 2:  Conversation Questions – Privacy Settings
Handout 3:  Introduction:  Protect Yourself Online
Handout 4:  Introduction:  Customize Your Privacy Settings
Handout 5A & 5B:  Practice:  Read & Interpret Privacy Settings (Facebook)
Handout 6A & 6B:  Answer Keys:  Read & Interpret Privacy Settings (Facebook)
Handout 7:  “Google Yourself” Worksheet

	
LAB ACTIVITY IDEAS

	·  “Google Yourself” – students do a Google search using their personal information, or search for information about each other.  Use Handout #7 to collect & report back information.

· Students use Microsoft Security’s “Password Checker” tool to check password strength:  https://www.microsoft.com/security/pc-security/password-checker.aspx
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Task 1 – Handout #1
VOCABULARY:  PRIVACY SETTINGS
Adapted from Longman Dictionary of Contemporary English Online (www.ldoceonline.com) and www.dictionary.com
computer settings:  choices that control the way your computer looks and operates (sometimes referred to as “properties”), e.g. automatically print to a particular printer.
default settings:  settings that are already in place when you set up your computer or a program .
custom settings:  allow you to customize your computer and its programs so they look and operate the way you want (e.g. to see large text on your screen).
privacy settings:  settings that control the collection, use, and distribution of personal data.


user:  the person who uses a particular product, rather than the people who make or develop it.
contact information:  different ways to connect with another person, such as telephone number, mailing address, email, etc.
Facebook:  popular social networking website, featuring profiles with users’ photos, interests, personal and professional information.
status (status update):  on Facebook - short line of text that tells your friends what you’re doing or thinking now (e.g. “Going for a run this morning”).
post:  interesting link, thought, photo, or information  a user shares with friends (e.g. news article).
comment:  response from one user to another about a post.
place you check into:  user’s current physical location (e.g. restaurant, store, airport); Facebook feature that uses GPS to show where friends are located, to help you connect if you are nearby.



NOTE:  The Torrance Adult School Facebook page is a public page you can use as an example, to show what posts, status updates & comments look like:  www.facebook.com/torranceadultschool  
Please encourage students who are FB users to “Like” our school’s page!
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TASK 1 – Handout #2
CONVERSATION QUESTIONS – PRIVACY SETTINGS
Adapted from http://iteslj.org/questions/internet.html (Conversations for the ESL Classroom, I-TESL-J)


1. What are some security issues you must think about when using the Internet?



2. Why should you be careful about giving out personal information to people you meet online?



3. Why is it very important not to give out personal information on the Internet?


4. Many sites require you to have ID's and passwords. Why do we need to keep these safe?



5. If you give personal information to a Website, do you think that they will always keep this private? Sometimes they sell this information. Is this a good or bad thing?



6. How do you protect yourself on the Internet?



7. How do you protect your personal information when shopping online?

8. Have you visited the TAS website (tastusd.org) or Facebook page (facebook.com/torranceadultschool)?


This page intentionally blank
TASK 1 – Handout #3
INTRODUCTION:  USES OF THE INTERNET
content adapted from http://ezinearticles.com/?10-Most-Common-Uses-of-the-Internet&id=3086972; © 2011, Images from office.microsoft.com

The INTERNET is a computer system that connects people all over the world.  These are the main uses of the Internet today:

	COMMUNICATION: Includes email, instant messaging (IM) & chat. Use these tools to send messages all over the world and get a quick response.
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	INFORMATION:  Use the World Wide Web (Web) to learn about every topic imaginable, including news reports, health advice, and weather forecasts.  Search engines like Google are a good place to start.

	ONLINE AUCTIONS:  Buying and selling things through a bidding process is very popular on the Internet.  Well-known sites include eBay and Craig’s List.  
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	SHOPPING:  In today’s busy world, many people use the Internet to buy or sell products.  Popular sites include Amazon, Overstock, Target, Macy’s, etc.   


	ENTERTAINMENT:  The Internet is a great source for finding films, music & games.  Some games can be played with users in different locations all over the world.   
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	SOCIAL NETWORKING: Sites allow people to create an online community for personal and business use.  Includes: Facebook, Twitter, MySpace and LinkedIn.  


	JOB SEARCH:  Most employers now require applicants to submit resumes online.  Websites where job seekers can find job postings include Monster & Craig’s List.    
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	ONLINE DATING:  Some people use websites such as Match.com or E-Harmony to find a mate and start a relationship.  Email, text, IM and chat are also popular for communicating when you are already in a relationship.

	SERVICES:  Many companies and individuals now provide access to services online, including online banking, travel planning, and buying movie tickets.
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TASK 1 – Handout  #4
INTRODUCTION:  PROTECTING YOUR PRIVACY ONLINE
adapted from:  http://www.gcflearnfree.org/internetsafety/article/81
If you use the Internet regularly, you are probably concerned with protecting your privacy. Thanks to the Internet, your name, address, phone numbers, email address, home value, etc. are more accessible than ever. Increased access to personal data can result in unwanted email, tracked online activity for marketing purposes, and theft.

WHAT IS PHISHING?

Phishing is a scam where thieves send spam or pop-up messages to lure personal and financial information from unsuspecting victims.  To avoid being a phishing victim:

· Don't reply to email or pop-up messages that ask for personal or financial information, and don't click on links in the message. 

· Use anti-virus and anti-spyware software, as well as a firewall, and update them all regularly.

· Don't email personal or financial information.

· Review credit card and bank account statements daily online, or as soon as you receive them in the mail, to check for unauthorized charges.

· Be cautious about opening any attachment or downloading any files from emails you receive, regardless of who sent them.


· Don’t post your birthdate, city of residence, or other personal data online.


HOW CAN I PREVENT PHISHING?
Don’t give out too much information
Create strong passwords

Customize your privacy setttings

more …
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TASK 1 – Handout  #4

INTRODUCTION:  PROTECTING YOUR PRIVACY ONLINE (cont.)

adapted from:  http://www.gcflearnfree.org/internetsafety/article/81
To increase your online privacy and prevent phishing:

· Look for the privacy policy. Many sites publish an explanation of how they use personal information. Look for links such as Help, FAQ, Customer Service, or Privacy and Security. 

· Control your cookies. A cookie is a small file put on your hard drive to collect personal data. Web sites use cookies to create "personalized" web pages and advertising, faster online ordering, etc., but they also store personal information and track your online activity.  Newer web browsers allow you to enable or disable cookies. Or, you can choose to be prompted when a site wants to put a cookie on your computer. 

· Don't give out more data than necessary. When filling out forms, fill out only the required fields (sometimes marked by an *asterisk* or different color). If possible, "opt out" of sharing personal information with third parties.

· Ensure secure transactions. Most e-commerce web sites use Secure Socket Layer (SSL) technology to transfer information securely across the Internet. Once your browser connects to the web server, sensitive information is "scrambled" while being exchanged. A third party (e.g. a thief) can't intercept the data.

How can you be sure SSL in is effect?

Depending on your browser, if you see an unbroken key or lock symbol [image: image10.png]


, SSL is active, or in effect. If you are using a Netscape browser, look at the lower left corner after accessing the server. For Internet Explorer, look at the lower right corner after accessing the server. For Google Chrome, look at the upper left corner, in the address bar, after accessing the server. Also, the first part of the URL will change from http:// to https//:.

CREATE STRONG PASSWORDS
Use different passwords for different sites; strong passwords contain 7-16 characters, do not include common words or names, and combine uppercase letters, lowercase letters, numbers & symbols.

CUSTOMIZE YOUR PRIVACY SETTINGS
Some settings are designed to make your computer and its programs look and operate the way you prefer.  These include printer settings and mail settings.  Other settings are designed to help you protect your online information.   These are called “privacy settings.”  

Privacy settings can typically be found under “Options” or “Preferences” or “Settings.”

Can you think of other ideas?  What else can you do to protect your information online?
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TASK 1 – Handout  #4

ACTIVITY:  UNDERSTANDING PRIVACY SETTINGS
adapted from:  www.gcflearnfree.org/internetsafety/article/81 & www.gcflearnfree.org/facebook101/5
How you use the Internet to communicate with others is an individual choice. Some people simply like to keep up with family and friends and may prefer as much privacy as possible. Other people use it for networking, marketing and business, and may want to interact socially with others in a very open way. Whatever your goals and preferences are, it is important that you take the time to review and choose privacy settings that will best suit your needs.  Before making any changes, ask yourself the question:
 “Who do I want to share my information with?”
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Because of its increasing popularity, we’ll use Facebook’s privacy settings as an example here.  Facebook automatically defaults your privacy settings to “Everyone,” meaning that anything you post on Facebook – updates, comments, links, photos – can be viewed by anyone who logs in.  To make changes, go to Account ( Privacy Settings.


In the above example …
Everyone = all Facebook users
Friends of Friends = Facebook users who are connected to your Facebook Friends
Friends Only = Facebook users who are directly connected to you (i.e. “Friends”)
Only Me = no one else can see your information – you are the only one
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 TASK 1 –Handout #5A
PRACTICE:  READ & INTERPRET PRIVACY SETTINGS

Directions:  Facebook recommends the privacy settings below for its users.  Look at the settings, and then answer the questions that follow:

Choices are:  
everyone (all users on Facebook)
friends of friends (Facebook users who are connected to your friends)
friends only (Facebook users directly connected to you, i.e. “friends”)

1. Who can see this user’s birthday?
________________________________


2. Who can comment on the user’s posts?  ________________________________


3. Who can see this user’s photos?

________________________________

more …
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TASK 1 –Handout #5B

PRACTICE:  READ & INTERPRET PRIVACY SETTINGS

Directions:  These are custom settings created by a Facebook user.  Look at the settings, and then answer the questions that follow.

Choices are:  
everyone (all users on Facebook)
friends of friends (Facebook users who are connected to your friends)
friends only (Facebook users directly connected to you, i.e. “friends”)
only me (you, and no one else)

4. Who can see this user’s address, phone & email? ________________________
5. Who can comment on this user’s posts?

__________________________
6. What are two differences between the recommended settings (shown on p. 1) and this user’s custom settings?

· ______________________________________________________________

· ______________________________________________________________
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 TASK 1 –Handout #6A (ANSWER KEY)
PRACTICE:  READ & INTERPRET PRIVACY SETTINGS (ANSWER KEY)

Directions:  Facebook recommends the privacy settings below for its users.  Look at the settings, and then answer the questions that follow:

Choices are:  
everyone (all users on Facebook)
friends of friends (Facebook users who are connected to your friends)
friends only (Facebook users directly connected to you, i.e. “friends”)

1. Who can see this user’s birthday?

Friends of friends


2. Who can comment on the user’s posts? 

 Friends only


3. Who can see this user’s photos?


Everyone

more …
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TASK 1 –Handout #6B (ANSWER KEY)

PRACTICE:  READ & INTERPRET PRIVACY SETTINGS (ANSWER KEY)

Directions:  These are custom settings created by a Facebook user.  Look at the settings, and then answer the questions that follow.

Choices are:  
everyone (all users on Facebook)
friends of friends (Facebook users who are connected to your friends)
friends only (Facebook users directly connected to you, i.e. “friends”)
only me (you, and no one else)

4. Who can see this user’s address, phone & email?  
Only me (or only the user)
5. Who can comment on this user’s posts?


Friends of friends
6. What are two differences between the recommended settings (shown on p. 1) and this user’s custom settings?
·  Answers will vary (e.g. “Friends of friends can only comment on posts, but cannot see photos or get personal information”)
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Task 1 – Handout #7
LAB ACTIVITY:  “GOOGLE YOURSELF”

How do predators and hackers get your information?  

How does a teacher or employer learn about who you are?    

Do you know how much anyone can quickly find out about you just by doing a simple web search?
Most people don't know that personal records such as their address, phone number, and pictures can be easily accessible if you don’t protect your personal information online.  Google yourself regularly to find out which websites and public databases share information about you.  You might be surprised where your name turns up …

DIRECTIONS:
Enter search terms such as your name, email address, home and work address, and phone numbers in a variety of ways to get the most accurate and complete results. Also, putting quotes around your search terms tells the search engine to find a specific phrase just how you wrote it. This will make your search more efficient.
· First name and last name:  "Will Bolding”

· First, middle, and last name:  “Will Edward Bolding”

· Last name followed by a comma and then your first name:   “Bolding, Will”

· Last name, your first name and middle name:   “Bolding, Will Edward”

· Street address:   “2521 Street Address Lane”

· Phone number (using no spaces or hyphens):   “3105554444”

· Email address:   boldingsoccer@email.com
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Task 1 – Handout #7

LAB ACTIVITY:  “GOOGLE YOURSELF”
adapted from www.microsoft.com/security/resources/brochures.aspx & www.gcflearnfree.org/internetsafety
Directions:  Using theo a Google search for your personal information, at both google.com and images.google.com.  Fill in the chart below based on your search results.  Only include sites that refer to you (i.e. not someone else with the same name).
	SEARCH FOR THIS:
	# OF SITES IN RESULT

	First Name, Last Name
	

	First Name, Middle Name & Last Name
	

	Last Name, First Name
	

	Last Name, First Name & Middle Name
	

	Street Address
	

	Phone Number(s)
	

	Email Address(es)
	

	Photos
	



Evaluate your online reputation

After you have gathered this information, think about the story it tells:
· Does it reflect the way you want others to perceive you? If not, what is missing?

· Is it accurate? If not, what should be deleted or corrected?

· Do you need more than one online profile—professional, personal?


NOTE:  You can ask a website to remove your information. For help, contact  WiredSafety.org. [image: image11.wmf]
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