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EL Civics Obj 47.1/Internet Safety
Level:  Beginning High 
Task #2:  Online Safety Tips


	
Language & Literacy Objectives:

1. Identify and categorize common uses of the Internet.
4. Identify common safety issues and crimes.

5. Identify vocabulary and/or describe actions and precautions that can be taken to reduce online risks such as identity theft, victimization of children.


	
INTRODUCTION

	In this lesson, students will learn about different problems that can be encountered on the Internet, and successful strategies to reduce online risks.


	ASSESSMENT TASK

	Student will list 5 precautions they can take (or parents can help their children take) to avoid online risks and use the Internet safely.  10 points possible (2 pts each answer).  


	HANDOUTS PROVIDED

	Handout 1:  Vocabulary – Online Safety Tips
Handout 2:  Conversation Questions – Online Safety Tips
Handout 3:  Introduction:  Internet Risks
Handouts 4A & 4B:  Activity & Answer Key:  Staying Safe Online
Handouts 5A & 5B:  Activity & Answer Key:  Online Safety Tips
Handout 6:  Practice – Online Safety Tips
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Task 1 – Handout #1

VOCABULARY:  ONLINE SAFETY TIPS

Adapted from Longman Dictionary of Contemporary English Online (www.ldoceonline.com) & www.wikipedia.org 
	risk:  possibility that something bad, unpleasant or dangerous could happen.
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	precaution:  something you do in order to prevent something dangerous or unpleasant from happening.
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	tip:  helpful piece of advice.
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	username:  a word used to identify a person using a computer or program.

password:  a secret group of letters or numbers that you must type into a computer before you can use a system or program.
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	personal information:  facts or details about you, such as your birth date, phone, address, account numbers, passwords, etc.
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TASK 1 – Handout #2
CONVERSATION QUESTIONS – ONLINE SAFETY TIPS
Adapted from http://iteslj.org/questions/internet.html (Conversations for the ESL Classroom, I-TESL-J)


1. What are some problems on the Internet?



2. Is it dangerous to meet people on the Internet?



3. Why should you be careful about giving out personal information on the Internet?



4. What is a computer virus?  How can we protect our computers?



5. How can we keep children safe on the Internet?




6. How can we keep seniors safe on the Internet?



7. Is it a good idea to sell personal items on the Internet (eBay, Craig’s List)?



8. Many sites require you to have IDs and passwords. Why do we need to keep these safe?
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TASK 1 – Handout #3A
INTRODUCTION:  INTERNET RISKS
content adapted from  http://ezinearticles.com/?10-Most-Common-Uses-of-the-Internet&id=3086972 and Images from office.microsoft.com 
The INTERNET is a valuable tool for finding information and connecting with other people.  Unfortunately, some criminals also find the Internet useful:
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SCAM
A clever but dishonest way to get your money.  Common scams include emails claiming you’ve won a national lottery and must pay a fee to claim your money.  Others ask you to help transfer money from another government to the U.S., with you earning a fee for the use of your bank account.
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SPAM

Unwanted email; usually sent in bulk to many people at one time.
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PHISHING

Using the Internet (especially email) to collect personal information from users to access their bank accounts, etc.  Common emails include bank or credit card requests to update accounts by verifying passwords.
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HOAX
An attempt to make people believe something that isn’t true.  One example is an email claiming that Bill Gates from Microsoft will pay you money if you forward a chain email to your friends.
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VIRUS

A set of instructions secretly put into a computer, usually spread through emails, which can destroy information stored on the computer.
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TASK 1 – Handout #3B

INTRODUCTION:  INTERNET RISKS (cont.)
content adapted from  http://ezinearticles.com/?10-Most-Common-Uses-of-the-Internet&id=3086972 and Images from office.microsoft.com 
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CYBERCRIME
Criminal (illegal) activity that involves the use of computers or the Internet.
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SEXUAL PREDATOR
Someone who tries to use another person's weakness to get sexual advantages.  Sexual predators often talk to lonely kids in chat rooms to “groom” them for sexual activity.
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CYBERBULLYING
Using the Internet, computers, cell phones, etc. to send or post text or images intended to hurt or embarrass another person.
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TASK 1 – Handout  #4A

ACTIVITY:  STAYING SAFE ONLINE
Internet users must be prepared for possible scams, hoaxes, viruses and more.  
What can you do to stay safe online?
Directions:  Match the precautions you can take with the online risks below.
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	Look for closed lock & https:// for secure shopping.
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	Don’t share personal information online.
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	To avoid viruses, delete email from strangers.  Never open unexpected email attachments.  
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	Change password often; use strong passwords.
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	Understand acronyms and emoticons.
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	Monitor children’s Internet use. 
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TASK 1 – Handout  #4B (ANSWER KEY)

ACTIVITY:  STAYING SAFE ONLINE (ANSWER KEY)

Internet users must be prepared for possible scams, hoaxes, viruses and more.  
What can you do to stay safe online?

Directions:  Match the precautions you can take with the online risks below.
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	Look for closed lock & https:// for secure shopping.
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	Don’t share personal information online.
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	To avoid viruses, delete email from strangers.  Never open unexpected email attachments.  
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	Change password often; use strong passwords.

	
	Understand acronyms and emoticons.

	
	Monitor children’s Internet use. 
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TASK 1 –Handout #5A
ACTIVITY: ONLINE SAFETY TIPS
© 2011, Images from office.microsoft.com
Directions:   How can you use the Internet safely?  Write the phrase that best describes each picture.

change passwords often  (  don’t share personal information
understand acronyms   (   monitor children   (   shop on secure websites 

	
1.___________________________________


	
2.______________________________________

    

	
3.___________________________________


	
4._______________________________________
    

	
5.____________________________________________
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TASK 1 –Handout #5B (Answer Key)
ACTIVITY: ONLINE SAFETY TIPS

© 2011, Images from office.microsoft.com
Directions:   How can you use the Internet safely?  Write the phrase that best describes each picture.

change passwords often  (  don’t share personal information
understand acronyms   (   monitor children   (   shop on secure websites 

	
1. monitor children
    
	
2. change passwords often
    

	3. shop on secure websites    

	
4. don’t share personal information
    

	5. understand acronyms   
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TASK 1 –Handout #6
PRACTICE: ONLINE SAFETY TIPS

© 2011, Images from office.microsoft.com

Directions:  How can you (or your children, or your parents) use the Internet safely?  Write 5 different safety tips.  Phrases OK.  Example:   Use secure websites.
	1. _________________________________________________________________



	2. _________________________________________________________________



	3. _________________________________________________________________



	4. _________________________________________________________________



	5. _________________________________________________________________
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