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education that works




Related Websites:  Internet Safety (47.1)
Civics Objective:  
Identify strategies and resources to effectively use the Internet safely.
LESSONS & TUTORIALS
Name:
Breaking News English
Address:
www.breakingnewsenglish.com/1011/101116-internet_safety.html

Description:
ESL/EFL Lesson Plan on Internet Safety


Name:
Common Sense Media – Resources for Educators (
Address:
www.commonsensemedia.org/educator-checklist
Description:
Digital Literacy Curriculum:  FREE, pioneering curriculum is designed to empower students to think critically and make informed choices about how they create, communicate, and treat others in our ever-evolving, 24/7 digital world.  (Resources for parents also available.)


Name:
Computer Skills and Tools
Address:
www.coolschool.k12.or.us/courses/080303/lessons/05/index.php 
Description:
Internet Safety



Name:
Conversation Questions:  Internet

Address:
http://iteslj.org/questions/internet.html
Description:
List of questions to generate discussion among ESL students.



Name:
CyberSmart! Student Curriculum (
Address:
cybersmartcurriculum.org/

Description:
Lesson plans, video, interactive components, and a rich complement of parent resources.  Nonsequential lessons that stand on their own are easily integrated into your current curriculum. Consistent lesson model includes free reproducible student activity sheets.  Topics include cyberbullying, digital citizenship, 21st-century challenges, and more.


Name:
EL Civics Teaching Resources – Internet Safety (Simi Valley) (
Address:
http://elcivicsresources.weebly.com/
Description:
Videos, PowerPoint presentations, links to website & downloadable handouts from Simi Valley Adult School.


Name:
ESL “Holiday” Lesson Plans
Address:
www.eslholidaylessons.com/01/data_protection_day.html (Data Protection)
www.eslholidaylessons.com/11/computer_security_day.html (Computer Security Day)
Description:
Includes MP3 files, transcripts, handouts.


Name:
ESL Video Quiz-Internet Safety (eslvideo.com)
Address:
www.eslvideo.com/quiz_int3.php?id=1563&pagenum=1
Description:
Video accompanied by questions, transcripts and notes.
more …

LESSONS & TUTORIALS (cont.)
Name:
Free Internet Basics Tutorials (Goodwill Community Foundation) (
Address:
www.gcflearnfree.org/internet


Description:
Topics include: Internet 101, Internet Safety (+for kids), Facebook 101.



Name:
Free Internet Safety Tutorial
Address:
www.gcflearnfree.org/internetsafety 
Description:
Strategies, skills and mindset needed to protect yourself, your computer and your privacy when you connect with the Internet.


Name:
GetNetWise
Address:
www.getnetwise.org/
Description:
Video tutorials, safety tips and more.



Name:
Internet Safety for Kids 
Address:
www.packet-level.com/kids/

Description:
Book, teaching materials and online course on Internet Safety for Kids.


Name:
Is That Email True?  (ESL Lesson plan)

Address:
www.esl-lesson plan.com/archives/2010/10/is_that_email_true.php
Description:
Article on assessing validity of email messages you receive.


Name:
Listen a Minute – ESL Listening Practice
Address:
www.listenaminute.com/c/cyber-bullying.html (cyberbullying)
www.listenaminute.com/c/cyber_crime.html" 

www.listenaminute.com/c/cyber_crime.html
 (cyber crime)

www.listenaminute.com/i/internet.html (general Internet)

Description:
Audio files, transcripts, activities and quizzes about popular topics.



Name:
Netsmartz:  Ask Dr. Sharon---Video
Address:
www.netsmartz.org/DrSharon
Description:
Videos to help parents and teachers protect children from victimization.



Name:
NetSmartz Workshop – Teaching Materials to Download
Address:
www.netsmartz.org/Resources 

Description:
Includes: videos/activity cards, Internet safety presentations, safety pledges, and handouts.   


Name:
Real-Life Stories Videos
Address:
www.netsmartz.org/RealLifeStories

Description:
Videos focus on real-life stories shared by actual teens who have experienced victimization firsthand and encourage teens to learn from their peers’ mistakes. 


Name:
Web Wise Kids
Address:                  www.webwisekids.org/classroom_resources/teacher_resources/
Description:
Teacher Resources-Missing Games Resources, Safety Night, Internet 

Safety Kit (K-3) (4-6).


ONLINE SAFETY TIPS
Name:
How to Be Safe Online
Address:
www.readwritethink.org/parent-afterschool-resources/tips-howtos/safe-online-30119.html
Description:
Tips for parents of teens regarding online safety tips.



Name:
Keeping Kids Safe on the Web, Part 1

Address:
www.gcflearnfree.org/internetsafety/article/122 

Description:
If you take the appropriate safety precautions and pay attention to what your children are doing on the Internet, you can prevent the incidents from happening and allow your child to have a positive Internet-going experience.



Name:
Netsmartz.org Tip Sheets
Address:
http://www.netsmartz.org/tipsheets
Description:
Tips for kids & adults on main online risks, & appropriate online behavior.


Name:
Other Tips- Keeping Kids Safe on the Web, Part 2
Address:
www.gcflearnfree.org/internetsafety/article/123 

Description:
Tips to ensure that your children’s Internet experience is safe.



Name:
Password Checker:  Using Strong Passwords (Microsoft Security)
Address:
https://www.microsoft.com/security/pc-security/password-checker.aspx
Description:
Tool to check your password and see if it is strong.



Name:
Protect Your Privacy Online
Address:
www.gcflearnfree.org/internetsafety/article/81 

Description:
How to increase your online privacy.



Name:
Online Phishing Scams – Tips to Avoid the Hook
Address:
www.gcflearnfree.org/internetsafety/article/173 

Description:
What can you do to avoid getting “hooked” by a phishing scam?



Name:
Sample Online Use Agreement:  Verizon  
Address:
www.verizon.net/policies/vzcom/webua_popup.asp

Description:
Example of an online use agreement that students might see when signing up for any online service.


Name:
Your Guide to Phishing
Address:
https://cms.paypal.com/us/cgi-bin/?cmd=_render-content&content_ID=security/phishing

Description:
Phishing-Examples, Info, Anti-Phishing Tools from PayPal



Name:
Your Safety on the Internet, Part 1
Address:
www.gcflearnfree.org/internetsafety/article/120 

Description:
How to protect your computer, your sensitive files and your home network from hackers and viruses by taking a few basic precautions



Name:
Your Safety on the Internet, Part 2
Address:
www.gcflearnfree.org/internetsafety/article/121 

Description:
General information about different cultural groups, including negotiation, introductions, time and gestures.

REFERENCE & RESOURCE SITES
Name:
Complete List of Facebook Chat Emotions
Address:
calebbrown.id.au/blog/2008/04/complete-list-facebook-chat-emoticons
Description:
List of Facebook Emotions 



Name:
Digizen
Address:
www.digizen.org
Description:
Information and advice for educators, parents & kids on issues such as social networking, cyberbullying and digital citizenship.



Name:
DMAchoice.org (Direct Marketing Association)  (
Address:
www.dmachoice.org
Description:
Online tool to help you manage the direct mail you receive at home.  Direct mail includes: credit offers, catalogs, magazine offers.  Registration & settings update required every 5 years.


Name:
Facebook 101  (
Address:
www.gcflearnfree.org/facebook101
Description:
Great tutorial that takes you step-by-step in setting up a Facebook account, customizing the privacy settings, and more.



Name:
Facebook Help Center
Address:
www.facebook.com/help
Description:
Information about how to use Facebook, including changing settings.



Name:
Microsoft Safety & Security Center  (
Address:
www.microsoft.com/security/default.aspx
Description:
Tools for computer security, digital privacy and online safety.



Name:
On Guard Online (US Dept of Education)
Address:
www.onguardonline.gov/default.aspx
Description:
Practical tips from the federal government and technology industry to help you be on guard against Internet fraud, secure your computer, and protect your personal information.



Name:
NetLingo-The Internet Dictionary
Address:
www.netlingo.com/top-50/index.php 

Description:
List of Top 50 Internet Terms



Name:
Snopes.com  & Snopes 25 Hottest Urban Legends (
Address:
snopes.com/snopes.asp & snopes.com/info/top25uls.asp
Description:
The definitive Internet reference source for urban legends, folklore, myths, rumors, and misinformation.



Name:
WiredSafety  (
Address:
www.wiredsafety.org
Description:
Internet safety, help and education resource; includes how to report cyber crimes, keeping your personal data safe, how to detect and remove spyware.
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