IL

	[image: image12.png]2-90%% @ ®

B nre Wrmons Grons @ b O o]
From: ey <end@tstovetosing om 2
T e o

et 15 200 115042 A

ST Rw URGENT s 1o &

coomssiors €

i s Jonny from Financial Ad Depariment.
1 have been tyingt reachyou narder 0 o you
ht  Simulus Check s avadabio 0 you may bel

N ———

et -

You couid roceive:

5.350. yea in oderl Pell Grants
5008 yosr i TutlonTax Grants

Wo ish you i best.
Jonmy
Financial Ad Departmant

mhe

——— | >




EL Civics Obj 47.1/Internet Safety
Level:  Intermediate Low 
Task #2:  Write About Internet Safety


	
Language & Literacy Objectives:

2. Research, read and summarize literature pertaining to online ethics and the effects of the Internet on society and culture.

3. Read about and/or discuss issues, consequences & solutions related to using the Internet at home, school or work.

4. Identify common online safety issues and crimes.

5. Identify vocabulary and/or describe actions and precautions that can be taken to reduce online risks such as identity theft, victimization of children.


	
INTRODUCTION

	
In this lesson, students will learn how recognize criminal activity using computers and the Internet, and strategies to prevent it.


	ASSESSMENT TASK

	Student will complete an authentic writing task, such as write an article for a student newsletter about Internet safety.  In the writing task, the student will include information such as (1) describe a common cyber crime; (2) give detailed examples to illustrate how to prevent it; and (3) give reasons why it is important to prevent that particular cyber crime.  (20 points possible)



	HANDOUTS PROVIDED

	Handout 1:  Vocabulary – Online Safety Tips
Handout 2:  Conversation Questions – Online Safety Tips
Handout 3:  Introduction:  Internet Risks
Handout 4:  Introduction:  Fraudulent Email
Handout 5A & 5B:  Practice & Answer Key:  How to Spot a Fraudulent Email

Handouts 6: Practice:  Write About Internet Safety (news article)
Handout 7:  Practice:  Write About Internet Safety


	
ACTIVITY IDEAS

	· Sound to Good to Be True?  Snope it! – give students a list of common urban legends and Internet hoaxes.  Send them to Snopes.com, Scambusters.org, etc. to find out if the claims are true, false, or mixed.

· Ask the students to look in the newspaper and online to find stories in the current news about Internet Safety issues.  What are the most common issues that come up?

· Have the students work in groups to research and present information about common cybercrimes.  What are the penalties in California?  Are they different in other parts of the country?  What about in the students’ native countries?  What are some proactive measures students can take to avoid being a crime victim through the Internet?  Why is it important to be aware of these issues?
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Task 1 – Handout #1
VOCABULARY:  ONLINE SAFETY TIPS
Adapted from Longman Dictionary of Contemporary English Online (www.ldoceonline.com)
risk:  possibility that something bad, unpleasant or dangerous could happen.
tip:  helpful piece of advice.
precaution:  something you do in order to prevent something dangerous or unpleasant from happening.
prevent:  to stop something from happening, or stop someone from doing something.
fraudulent:  intended to deceive people in an illegal way, in order to gain money, power etc.
“red flag:”  something that shows or warns you that something might be wrong or illegal.
bank account:  an arrangement between a bank and a customer that allows the customer to pay in and take out money.
personal information:  facts or details about you, such as your birth date, phone, address, account numbers, passwords, etc .
account number:  a unique set of numbers used to identify an account, owner, location and type.
username:  a word used to identify a person using a computer or program.


password:  a secret group of letters or numbers that you must type into a computer before you can use a system or program.
cybercrime:  illegal activity that involves the use of computers or the Internet.
lottery:  a game in which people by tickets with numbers on them.  If their number is picked by chance, they win money or a prize.
claim:  statement that something is true (even though it may not be proven).
confirm identity:  response from one user to another about a post or status update
handling fee:  amount of money charged to process an order, paperwork, etc.

more …

Task 1 – Handout #1

VOCABULARY:  ONLINE SAFETY TIPS (continued)

Adapted from Longman Dictionary of Contemporary English Online (www.ldoceonline.com)
lonely:  unhappy because you are alone or do not have anyone to talk to

depressed:  feeling very sad for a long time
supervision:  when you watch someone or something, and make sure things are done properly and safely.
instant message:  type of service on the Internet that allows you to quickly exchange written messages with people you know.
chat room:  a place on the Internet where you can write messages to other people and receive messages back from them immediately, so that you can have a conversation while you are online.
sex offender:  someone who is guilty of a crime related to sex.
posing:  pretending to be someone else, in order to deceive others.
emotionally dependent:  relying on others for comfort, support, guidance and decision making, often losing the ability to function independently.
nude photos:  pictures in which the subject is not wearing any clothes.
online solicitation of a minor:  when someone over the age of 18 uses the Internet to ask or invite someone under the age of 18 to commit a sexual act.
Craigslist:  centralized network of online communities, featuring free online classified ads, with sections devoted to jobs, housing, personals, for sale, services, etc.
test drive:  when you drive a car so you can decide if you want to buy it.
discover:  to find out something that you did not know about before.
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TASK 1 – Handout #2
CONVERSATION QUESTIONS – ONLINE SAFETY TIPS
Adapted from http://iteslj.org/questions/internet.html (Conversations for the ESL Classroom, I-TESL-J)


1. Have you (or anyone you know) been the victim of a crime? What happened?




2. How are cybercrimes different than crimes that do not involve the computer or Internet?




3. Do you think it's possible to prevent certain kinds of cyber crimes? If so, which ones and how?





4. What should the penalties be for cybercriminals?

5. How have science and technology changed what crimes are committed? How about the way we solve them?
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TASK 1 – Handout #3A

INTRODUCTION:  INTERNET RISKS
content adapted from  http://ezinearticles.com/?10-Most-Common-Uses-of-the-Internet&id=3086972 and Images from office.microsoft.com 
The INTERNET is a valuable tool for finding information and connecting with other people.  Unfortunately, some criminals also find the Internet useful:
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SCAM
A clever but dishonest way to get your money.  Common scams include emails claiming you’ve won a national lottery and must pay a fee to claim your money.  Others ask you to help transfer money from another government to the U.S., with you earning a fee for the use of your bank account.
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SPAM

Unwanted email; usually sent in bulk to many people at one time.

	PHISHING

Using the Internet (especially email) to collect personal information from users to access their bank accounts, etc.  Common emails include bank or credit card requests to update accounts by verifying passwords.
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	HOAX

An attempt to make people believe something that isn’t true.  One example is an email claiming that Bill Gates from Microsoft will pay you money if you forward a chain email to your friends.

	VIRUS

A set of instructions secretly put into a computer, usually spread through emails, which can destroy information stored on the computer.
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TASK 1 – Handout #3B

INTRODUCTION:  INTERNET RISKS (cont.)
content adapted from  http://ezinearticles.com/?10-Most-Common-Uses-of-the-Internet&id=3086972 and Images from office.microsoft.com 
	CYBERCRIME
Criminal (illegal) activity that involves the use of computers or the Internet.
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	SEXUAL PREDATOR
Someone who tries to use another person's weakness to get sexual advantages.  Sexual predators often talk to lonely kids in chat rooms to “groom” them for sexual activity.


	CYBERBULLYING
Using the Internet, computers, cell phones, etc. to send or post text or images intended to hurt or embarrass another person.
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	IDENTITY THEFT
Using another person’sl information (e.g. Social Security Number) to obtain money or credit.
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TASK 1 – Handout  #4

INTRODUCTION:  FRAUDULENT EMAIL

How can you tell if an email is real or not?  With some critical thinking, a bit of research, and common sense, you can usually spot a problem right away.  Look at the example below:
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Ask yourself the following questions:

1. Do you know J.R. Whipple (the sender)?

2. If the message is from Bob Smith, why is J.R. Whipple sending it?

3. Are you expecting a document?  If so, is it confidential?

4. Does the filename match the content of the expected document?


If you answered no to any of these questions, mark as “spam” to delete the message and block the sender in the future.  NOTE: Never open an email attachment you are not expecting, or from someone you don’t know.  That’s how you get a virus or worm.

Scams often contain the following:
· Alarmist messages and threats of account closures.

· Promises of money for little or no effort.

· Deals that sound too good to be true.

· Requests to donate to a charitable organization after a disaster that has been in the news.

· Bad grammar and misspellings.

Phishing emails often contain the following phrases:
· “Verify your account”  “You have won the lottery!”  “If you don’t respond within 48 hours, your account will be closed.”
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TASK 1 – Handout  #5

PRACTICE:  HOW TO SPOT A FRAUDLENT EMAIL
Directions:  Work with a partner.  Look at the example email from PayPal, below.  What are some “red flags” that get your attention?  Is this email real, or phishing?


1. ____________________________


2. ____________________________



3. ____________________________



4. ____________________________



5. ____________________________

6. ____________________________



ONLINE SAFETY TIP:  Most websites and financial institutions will NOT ask for your personal information on the Internet.  If you see a web address or link in an email message, place your mouse over the link, but don’t click (this is called “hovering”).  You should see a pop-up box that contains the real address.  IMPORTANT:  If the addresses don’t match, don’t click!
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TASK 1 – Handout  #5B (ANSWER KEY)

PRACTICE:  HOW TO SPOT A FRAUDULENT EMAIL (ANSWER KEY)

Directions:  Work with a partner.  Look at the example email from PayPal, below.  What are some “red flags” that get your attention?  Is this email real, or phishing?

There are many signs of a fraudulent email: (adapted from https://cms.paypal.com)

1. Sender's Address:  The "From" line includes a sender’s address from another company.

2. Generic Greetings:  Be wary of impersonal greetings like "Dear User," or your email address. A legitimate business email will usually greet you by your first and last name.

3. Typos/Poor Grammar:  Emails sent by well-known companies are almost always free of misspellings and grammatical errors.

4. False Sense of Urgency:  Scam emails tell you that your account will be deleted if something is not updated right away.

5. Fake Links:  Check where a link is going before you click by hovering over the URL in an email, and comparing it to the URL in the browser. If it looks suspicious, don't click.

6. Attachments:  A real email from a business will never include an attachment or software because they can contain spyware or viruses.  Do not open an attachment you are not expecting!
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TASK 1 – Handout  #6

PRACTICE:  WRITE ABOUT INTERNET SAFETY

Directions:  Read the news article below.  Answer the questions that follow.


New Haven police warn about Craigslist thefts

Wednesday, September 8, 2010

NEW HAVEN (AP) -- New Haven police are urging area residents who use Craigslist to take safety precautions after a local man was ripped off while trying to sell an item he listed on the website.

City police say the latest incident happened Monday night when John Smith went to New Haven's Newhallville neighborhood to show an iPhone he listed on Craigslist to someone who responded to his posting.

Police say the prospective buyer ran off with the phone. Authorities told the New Haven Register that after the victim called police from another cell phone, he was robbed at gunpoint by three males who made off with the second phone and a GPS device.  No arrests have been made.



Adapted from: http://www.ctpost.com/news/article/New-Haven-police-warn-about-Craigslist-thefts-649577.php#ixzz1KHUq6z5x

1. What was John Smith trying to sell?  
_________________________________________________

2. Where did he post an ad?

_________________________________________________

3. What was the cyber crime in this story?  _______________________________________________ 
4. What was stolen from John Smith?
_________________________________________________

5. What could someone do to prevent a crime like this in the future?  

_________________________________________________________________________________

_________________________________________________________________________________
6. Is Craigslist to blame for this crime?  Why or why not?  

_________________________________________________________________________________

_________________________________________________________________________________
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TASK 2 –Handout #7

PRACTICE:  WRITE ABOUT INTERNET SAFETY
Directions:   Read the stories below.  They are true stories about cyber crimes. Choose one story and answer the questions on the next page.


( True Story #1 – Steve:
Steve got an email from his bank.  It asked him to logon to his bank account and update his personal information. The site looked exactly like his bank site.  When asked, he automatically typed in his account number, username and password.  The cybercriminals now had complete access to his bank account.  They began moving his money around right away.  By the time Steve figured out what happened, the thieves had taken most of his $10,000 in savings.


( True Story #2 – Shirley:
Shirley is a retired grandmother.  She only uses the Internet for email.  Last week, she got an email claiming “You’ve won the Spanish lottery!”  To claim her prize money, Shirley was asked to provide her personal information and confirm her identity.  She was also told to send a $20 handling fee for the cost of setting up her new account.  She sent the money, but never received her lottery winnings.


( True Story #3 – Alexis:
Alexis was a lonely, depressed  13-year-old girl.  She was often home alone after school and used the Internet without supervision.  One day, she got an instant message from “Josh.” He told her he was a 17-year-old boy looking for a friend.  Really, he was a 35-year-old sex offender posing as a high-school student.  He gave Alexis lots of attention during their chat room conversations.  Within weeks, she was emotionally dependent on him.  She even sent him nude photos of herself.  Soon, Josh asked Alexis to meet him at a hotel.  Instead, she told her parents.  Josh was met at the hotel by police officers and arrested for online solicitation of a minor.  Alexis does not talk with strangers on the Internet anymore.


( True Story #4 – Bob:
Bob was moving and needed to sell his car fast.  He put an ad on Craig’s List, and got several emails right away.  One buyer (Joe) said he could pay cash that night, but he wanted to try driving the car first.  Bob gave Joe his address.  When Joe showed up, he had two friends with him.  The friends stayed behind while Bob took Joe on a test drive.  While they were gone, Joe’s friends went through Bob’s house.  They stole money, jewelry and small electronics.  Joe decided not to buy the car, and left with his friends.  Later that evening, Bob discovered the items missing from his home.  

more …
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TASK 2 –Handout #7

PRACTICE:  WRITE ABOUT INTERNET SAFETY (continued)
Directions:   Read the true stories on the previous page.  Choose one story and answer the questions below.  

What is the cyber crime in the story?

	

	

	

	


How could this crime be prevented in the future?

	

	

	

	

	


Why is it important to prevent this crime?
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